
A RESTRICTIVE covenant intended to
restrain a former sales employee from
having any dealings with his former
employer’s clients has been found to be
overbroad and invalid by the Ontario
Court of Appeal. 

Tom Mason was a salesman for
Chem-Trend, an international manufac-
turer of processing chemicals for use in
rubber and other products,
based in Howell, Mich.
Over the course of his 17
years of service, Mason
“acquired knowledge about the company,
its products and its customers, including
the Chem-Trend products that each cus-
tomer used and the prices it paid.”
Mason’s sales territories were mainly
located in North America, but many of
Chem-Trend’s clients operate globally so
he was able to get information about
them beyond their North American oper-
ations.  He also had inside knowledge
about Chem-Trend’s sales, sales targets,
market opportunities and potential areas
for business development. 

Mason’s employment contract con-
tained the following clause which tried to
restrict his activities in case his employ-
ment ended: “I agree that if my employ-
ment is terminated for any reason by me
or by the company, I will not, for a period
of one year following the termination,
directly or indirectly, for my own account
or as an employee or agent of any busi-
ness entity, engage in any business or
activity in competition with the company
by providing services or products to, or

soliciting business from, any business
entity which was a customer of the com-
pany during the period in which I was an
employee of the company, or take any
action that will cause the termination of
the business relationship between the
company and any customer, or solicit for
employment any person employed by the
company.”

Chem-Trend let Mason go, and Mason
asked a court to find that the restrictive

covenant could not be
enforced because it
unduly restricted him in
finding new work.

Restrictive covenant must be targeted 
to the employer’s needs

The court reviewed the law of restric-
tive covenants. In the 2009 decision of
KRG Insurance Brokers (Western) Inc. v.
Shafron, the Supreme Court of Canada
reiterated that since a restrictive
covenant is a restraint on trade, it gener-
ally goes against public policy. Neverthe-
less, an unambiguous restrictive
covenant may be found to be valid if it is
reasonable in the circumstances.

In 2008, the Ontario Court of Appeal
reviewed the test of reasonableness and
set out the three factors to consider (see
H. L. Staebler Company Ltd. v. Allan):
•Did the employer have a proprietary
interest entitled to protection? 
•Are the limits too broad in terms of
length of time or geographic area? 
•Does it prohibit competition generally,  not
just solicitation of the employer’s customers?
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AN ONTARIO employer does not have
to pay a fired maternity leave
replacement for the balance of his
contract because the end date of the
contract wasn’t fixed, the Ontario
Superior Court of Justice has ruled.

Gilbert Scott was hired by United
Way charitable organization in
Brant, Ont., in June 2009. He was
hired as a temporary replacement
for the organization’s campaign
director, who went on maternity
leave.

When the position was initially
posted, the posting indicated it was
for a “one year contract to cover for
maternity leave.” Scott applied for
the job in May 2009 and noted that he
was aware it was a one-year contract.
United Way offered Scott the position
on June 10, 2009, and provided him
with a contract that set out the job

Contract not fixed-term
without definite end

date: Court
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IN THE technological workplace, more
and more employers are permitting —
even encouraging — employees to use
company-owned devices beyond the
workplace and outside of working
hours.  While this may lead to an
improved ability to respond to cus-
tomer demands and increased flexibil-
ity in employee scheduling, it
inevitably also leads to a heightened
risk of computer misuse and abuse.

One of the ramifications of an
increased reliance on portable technol-
ogy is a more focused conflict between
the privacy interests of employees in
the personal, non-work-related infor-
mation stored on “their” computers
and the interests of employers in
ensuring the technology they provide
to employees is not misused.  This con-
flict was recently considered by the
Ontario Court of Appeal in its decision
in R. v. Cole, released in March.

The defendant was a high school
teacher charged with possession of
child pornography after the school’s

computer technician found nude, sexu-
ally explicit images of a grade 10 stu-
dent on the hard drive of the teacher’s
laptop computer.  The teacher, who
was a member of the school’s technol-
ogy committee and, consequently, able
to monitor the school’s network, was
believed to have obtained the images
by accessing a student’s email account.

The computer technician came
across the images while conducting
routine maintenance.  Upon finding the
images, the technician took a screen
shot of the laptop and reported it to the
principal. The principal asked the tech-
nician to copy the photos onto a disk
and to provide it to him.  The next
morning, the principal asked the
teacher to hand over the computer.
The laptop and disks, as well as tempo-
rary internet files from the laptop’s
browsing history, were provided to the
police, who searched them without a
warrant.  

The teacher challenged the
searches of his laptop by the techni-
cian, principal, school board and
police, arguing they breached his char-

ter right to be free from unreasonable
search and seizure.

The Ontario Court of Appeal wades in

The Court of Appeal held that the
teacher had a reasonable expectation
of privacy in the personal use of his
work laptop.  Even though the laptop
was a work computer owned by the
school board and issued for employ-
ment purposes, a number of factors
pointed towards a reasonable expecta-
tion of privacy in its contents.  In par-
ticular, the court noted the school
board gave teachers possession of lap-
tops and granted them explicit permis-
sion (set out in the board’s Policy and
Procedures Manual) to use them for
personal use and to take them home on
evenings, weekends and summer vaca-
tions.  The court likewise noted that
teachers invariably used their comput-
ers for personal use, stored personal
information on their hard drives and
used passwords to prevent others from
accessing their laptops.  Finally, and
perhaps most importantly, the court
noted there was no “clear and unam-
biguous policy to monitor, search or
police the teachers’ use of their lap-
tops.”

That having been said, the court
found the teacher’s privacy interest
was subject to the limited right of
access by the school’s technicians per-
forming work-related functions.
According to the court, the teacher had
no expectation of privacy with respect
to this limited type of access.

Based on this finding and in consid-
eration of the school board’s statutory
obligations under the Ontario Educa-
tion Act to ensure a safe school envi-
ronment, the court determined neither
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BACKGROUND

Work computers a private affair
IN THE May 18, 2011, issue of Canadian Employment Law Today, Alberta
employment lawyers Tina Giesbrecht and Toni Eckes discussed how far
employers can expect to be able to keep an eye on what employees are doing
on the employer’s own computer equipment. Based on a prominent Alberta
Court of Appeal decision, it appeared there were definite limits on how much
expectation of privacy employees could have regarding work computers.

However, a sidebar to that story noted a recent Ontario Court of Appeal deci-
sion that may muddy the waters and raise the bar with regards to employees’
privacy rights on work computers and other electronic equipment. Ontario
lawyer Adrian Jakibchuk takes an in-depth look at this recent decision and what
it means for employee privacy rights and employers’ rights to check their own
equipment.

Ontario court ups the ante for employees’ right to privacy 
on work computers against employer searches and monitoring
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the technician, principal, nor school
board, had violated the teacher’s char-
ter rights as they concern search and
seizure.  However, the same could not
be said for the police investigation. The
court found the warrantless police
search and seizure of the laptop and
the additional disk containing the tem-
porary internet files breached the
teacher’s privacy rights under the
charter. In this regard, the court went
so far as to specifically note the
teacher had “a privacy interest in his
personal Internet browsing history
and what it revealed about his per-
sonal predilections and choices.”

Lessons for employers

As R. v. Cole demonstrates, employ-
ers should not assume that since they
own the equipment, the only privacy
interest in play is their own.  As the
Ontario Court of Appeal has con-
firmed, there may be legitimate, com-
peting interests which should be
defined in a “clear and unambiguous”
information technology (IT) use policy.  

A carefully crafted IT policy should
outline an employer’s right and ability
to monitor an employee’s computer,
cell phone, or other electronic device
provided by the employer and put
employees on notice of the fact that
they should have no expectation of pri-
vacy when using company IT equip-
ment and systems.

The specific content and implemen-
tation of the policy will depend on the
work environment. In most non-union-
ized workplaces, an employer will be
able to unilaterally implement an IT
use policy. In that case, courts would
be expected to uphold and enforce it
provided it is reasonable, employees
have received sufficient notice of its
implementation and implementation
would not be so significant as to consti-
tute a change to a fundamental term of
employment.

In a unionized workplace, the provi-

sions of an existing collective agree-
ment may place additional obligations
on an employer, such as a requirement
to consult, or reach an agreement, with
the union prior to implementation.  It
should also be noted that a majority of
arbitrators have already recognized
the existence of a “reasonable expecta-
tion” of privacy on the part of employ-
ees which must be “balanced” against
the employer’s legitimate interests in
managing the workplace.

Regardless of the nature of the work
environment, every employer should
consider these tips in drafting and
implementing an IT use policy:
•Explain the purpose –— Employers,
especially those in Canadian jurisdic-
tions subject to comprehensive privacy
legislation, should explain to employ-
ees the rationale behind the policy.
This is also important in ensuring
employee buy-in and acceptance.
•Explain how the policy will apply —
Spell out for employees what types of
technology and what specific IT appli-
cations will be covered, how the policy
will apply, when it will take effect, the
use that may be made of any informa-
tion collected, and the potential conse-
quences for a breach of the policy.
•Ensure sufficient notice — This means
more than just posting a copy of the
policy in the lunchroom.  Ideally, to
ensure enforceability, each employee
should not only personally receive a
copy of the policy but also confirm she
has read, understood and agrees to be
bound by it.
•Confirm there should be “no expectation
of privacy” — Any IT use policy should
confirm the IT equipment at issue
belongs to the employer and employ-
ees should have no expectation of pri-
vacy as it relates to its use.
•Provide clear guidance on acceptable
personal use — Where personal use of
IT equipment is to be permitted, an
employer should specifically set out in
the IT policy what types of personal
use might be acceptable and what is
off-limits.

•Ensure consistent enforcement — If an
employer fails to consistently enforce
an IT use policy or turn a blind eye to
misconduct, it will become much
harder for IT policy-related discipline
to “stick” in the future.
•Obtain legal advice — While it is
important to have an IT use policy, it is
even more important the policy be
done right. Before implementing a 
policy, consult with experienced coun-
sel to assist you to better understand
your rights and obligations as an
employer. CELT
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Owner of equipment is not the only privacy interest

Adrian Jakibchuk is a lawyer with 
Sherrard Kuzz LLP, a management-side
employment and labour law firm in
Toronto. He can be reached at (416) 603-
0700 (Main), (416) 420-0738 (24 Hour) or by
visiting www.sherrardkuzz.com.
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